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Thisstudy describesasystematic investigation of blockchain technology andits
applicationsacross variousdomainswith main focuson libraries. The concept
and working of blockchain technology are discussed with respect to multiple
domains to emphasize how the peculiar attribute of this technology can
revolutionize ‘library practices’. Opportunities and Risks of blockchain are also
discussed to guide the usersof blockchain technol ogy. Based on thisstudy, the
authorstried to makelibrary professional s aware of thisemerging technol ogy
and ass s themintaking someinitiativesfor itsappropriateapplicationinlibraries.
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INTRODUCTION

In the year 2008, an anonymous group named as Satoshi Nakamoto,
which was responsible for Bitcoin, described how the blockchain
technology working behind the bitcoin could be exploited to tackle the
problem of double-spending and administrating the order of transactions
(Nakamoto, 2008). Right from the discovery of the steam engine or
electricity or Information and Communication Technology, Blockchain
concept or technology is considered as a segment of the fourth industrial
revolution. Blockchain is the major technological aspect behind
cryptocurrency based present day products (Chung and Kim, 2016; Schwab,
2016). Bitcoin combines various inventions like b-money, time-stamping,
Hash cash and Merkle Tree to create a decentralized system that does not
depend on the third party for the authorization of currency issuance or
validation of the transaction (Miau and Yang, 2018). “A blockchain is an
electronic ledger of digital records, events, or transactions that are
cryptographically hashed, authenticated, and maintained through a
distributed or shared network of participants using a group consensus
protocol” (Condos et al., 2016).

In the age of digital era, Internet users face one major challenge of
doing financial transactions in a system where they are unable to trust or
know the other party. Due to the development of cryptocurrencies like
bitcoin, some of the trust issues have been solved. Including cryptocurrency,
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blockchain ledger has many potential usesoutside
of the currency market like distributed ownership
records, creating a tamper-proof document, and
universal medical records (Hoy, 2017).
Blockchain technology has the capability of
transforming the current Internet from “The
Internet of Information Sharing” to “The Internet
of Value Exchange.” (Chen et al., 2018). Library
professionals and users are not untouched with
the technological changes, infact, they are highly
influenced by these changes. So, it is very
important for them to understand emerging
technologies like “Blockchain’, how it works?
where to apply? to satisfy the needs of users and
what are its potential benefits and risks?

The structure of this article is: In section 2
Literature review of blockchain technology and
its potential uses has been discussed.
Understanding of blockchain technology and how
it works has been described in Section 3. Section
4 establishes the connection between blockchain
technology and libraries. Risks and opportunities
of the blockchain technology are elaborated in
Section 5. Finally, Section 6 concludes this
article with suggestions and the future of this
technology.

LITERATURE REVIEW

Blockchain is an emerging technology and
yet haveto be developed to reach its matured state.
In recent past, many researchers have strived to
review the literature on Blockchain (Cao et al.,
2017; Conoscenti et al., 2016; Karafiloski and
Mishev, 2017; Yli-Huumo et al., 2016) by
focusing on its concept, research methods and
applicationsin the specific field, such as big data
and |oT. Blockchain has many potential
applications dueto itsimmutabl e, transparent and
trustworthy nature of transactions performed in

a blockchain network (Underwood, 2016). For
example, in the field of education by realizing
“learning is earning,” blockchain technology can
foster student’s learning motivation (Chen et al.,
2018). According to Hoy (2017), blockchainis a
new fundamental technology that could transform
transaction-based activities, as did by networking
protocols during the inception of the Internet.
Bheemaiah (2015) points out the main
differences between blockchain and those
networking protocols and specifies that “TCP/IP
allowed instant transmission of information but
the blockchain protocol allowstheinstant transfer
of value”. Similar to artificial intelligence and
other disruptive technologies, blockchain has the
capability to change many of the institutions that
are built by humans (like insurance companies,
banks etc.) and to dislocate the administrative
workers that nurture those institutions (ALA,
2019).

L emieux (2016) suggested that in the present
and near future, the issues related to information
integrity can be easily addressed with blockchain
technology if there is a presence of proper
security architecture and information
management control. However, the reliability of
information is not guaranteed and would have
certain limitations for maintaining trustworthy
digital records. Governatori et al. (2018) studied
the relationship between contract and blockchain
system. Christidis and Devetsikiotis (2016) gave
a detailed description of how smart contracts and
blockchains work, various pros and cons are also
identified when blockchain is introduced to a
system and highlights the ways through which
blockchains and 10T can be used together.
Blockchain can be utilized for voter registration

13



JOURNAL OF INDIAN LIBRARY ASSOCIATION, VOL. 56 (3), JULY — SEPTEMBER, 2020

and validation, to ensure the legitimacy of votes
by developing a publicly available ledger of the
recorded vote (Sarmah, 2018). Nicholson (2017)
analyzed theliterature to understand the problems
faced by devel oping nations and how Bitcoin and
blockchain could be used to reverse some of the
corruption or socio-cultural issues faced by these
countries. He suggested that public library systems
in these countries can act as facilitators for this
technology as they provide access to the Internet
and desktop computers, which narrowsthe digital
divide. Thereisan investment of about $1 billion
by firms providing financial services on
blockchain-related entities (Condos et al., 2016).
A mind map of various applications based on
blockchain technology has been depicted in
Figure 1.

WHAT ISBLOCK CHAINAND HOW IT
WORKS?

The Blockchain revolution may be
categorized asBlockchain 1.0, Blockchain 2.0 and
Blockchain 3.0. Cryptocurrencies are an
application of Blockchain 1.0 which isrelated to
day to day digital payment-based systems.
Blockchain 2.0 isrelated to the whole economical
market, where Blockchain technology is used to
expand traditional transactions like bonds, stocks
and smart contracts. While Blockchain 3.0
includes all those applications which are not
included in the scope of Blockchain 1.0 and 2.0,
likedigital health records, digitally vote counting
and digital art (Swan, 2015). According to Chen
et al. (2018), the current applications of
blockchain technology is till in the 1.0 and 2.0
stages.

BLOCKCHAIN

APPLICATON

=

Figure 1: Mind map of blockchain-based applications

Blockchain technology is normally attached
with cryptocurrencies like Bitcoin. It is a
distributed database of records of performed

Privacy and
Socurity

transactions, and whichismaintained and validated
by a network of computers (nodes) around the
world. The records are handled by a large

14



JOURNAL OF INDIAN LIBRARY ASSOCIATION, VOL. 56 (3), JULY — SEPTEMBER, 2020

community of peopleand no individua person has
control over it and none of them can go back and
erase or change a transaction history. Like a
contemporary centralized database, the
information in it cannot be changed due to
blockchain’s distributed structure and confirmed
guarantees by peers. Blockchain facilitatesanyone
on the network to access everyone else’s records
which makesit difficult for one central individual
to gain control of the network. Whenever a
transaction is performed, it goes to the network
and the authenticity of the transaction is
determined by a computer algorithm. If the
transaction is verified by the computer then this
new transaction is linked with the previously
performed transactions and results in a chain of
transactions. This chain is called the blockchain.

Requestad transactions are funneled
into a P2P network and broadcast to

Cne Party requests each individual node

a transaction

A decentralized network isanideabehind this
technology which means it is based on peer to
peer network (Sarmah, 2018). The computer
algorithm which checks the authenticity of
transactions is based on the concept of ‘hash’.
When the transaction is performed, the contents
of the specific transaction are encrypted using an
appropriate mathematical algorithm. In the end,
the output which is obtained with a short digest
of data is known as a hash. The hash of a
transaction found outside the specific blockchain
and the hash which is registered within the
blockchain will be very much same if said
transactions are identical. On the other hand, if
the transactions are different, the hashes will
mismatch (Condos et al., 2016). The pictorial
representation of the overall concept is depicted
in Figure 2.

Individual nodes receive the request
and validate the transactions using

an algorithm

Approved transactions are represented as

A

blocks and added to publicledger A 4
Once the block is added toan W w w “
~ N

existing chain, transactions are
complete ad permanent

00 00 00 00

Figure 2: Picturedepicting workflow of Blockchain technol ogy. (Source: G2 crowd

(https:/AMww.g2.com))
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CONNECTION OF BLOCKCHAINWITH
VARIOUSASPECTSOFLIBRARIES

Emerging technologies provide librarians
withaunique opportunity to promoteand facilitate
collaboration among librariesand their users, and
to enhance user-centred services. It provides an
opportunity for library professionals in
identifying, collecting, organizing, customizing
and delivering information productsand services
to the userson-demand or anticipation (Ragavan
etd., (n.d.).

The information stored in the blockchain
environment is distributed and have tamper-
resistant setting. Conventional librariansalways
use to gather, preserve and share authoritative
information, which has a similar nature like
blockchain. In the case of journal articles
blockchain has a potential use of creating
verifiable and time-stamped versions of it (Hoy,
2017). Another use of thistechnology can be seen
in the field of scholarly publishing where it can
be used for managing submission process of
manuscripts, reviewing manuscriptsin atimely
manner and for itsfurther verification(Casino et
a., 2019). Blockchain can also be used for
transferring funds from libraries to vendors and
mai ntai ning contractsand records (Coghill, 2018).
According to Hoy (2017), Irving and Holden
successfully examined the use of the blockchain
“as a low cost, independently verifiable method
that could bewidely and readily used to audit and
confirm the reliability of scientific studies”. So,
inasimilar pattern, it can be applied for the audit
purpose of thelibraries. Reliability and accuracy
of record are not assured by Blockchain
technology. Instead, it can assure transaction
authenticity by confirming party/parties
submitting arecord, record content, date and time
of the submission (Condos et a., 2016).So, this

can be used by thelibrariesfor the purpose of the
transactionsthrough variousvendors.

Blockchain transactions support any kind of
information sharing. So, schools, libraries or
universities may share information of their
patrons/studentswith other similar organizations
using Blockchain. Blockchain technology may be
a solution wherever the need arises to exchange
sensitive information which requires encryption
(Coghill, 2018).

Librariesmay exploit blockchain technol ogy
as DRM (Digital Right Management) tool for
digital resources present in the libraries.
Nowadaysmost of thelibrariesand publishersface
aproblem of reproducibility of digital resources.
But, this problem can be tackled if blockchain
technology is tied up with digital resources,
because this will make these resources to be
identified, controlled and transferred uniquely
(Griffey, 2016). Through this, publisher could be
assured that no copies were being made, but the
guestion arisesthat priceswould decrease or not
fixed accordingly? (Hoy, 2017). If the libraries
use this blockchain technology than this might
change the scenario of buying and paying of the
e-resources (Coghill, 2018).

ISSUESTO BE KEPT INMIND:
OPPORTUNITIESAND RISKS

Opportunities

For confirming the date, time and content of
record submitted to the blockchain by a party, a
validblockchaintransactionisareliableway. Itis
nearly impossi bleto attack/hack the entire system
based on blockchain technology because of the
distributed nature of this technology. So,
blockchain is a tamper-proof technology. At
present, securities clearing operations take two
to three days to settle the transaction which may
lead to credit and liquidity risks. Onthe other hand,
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blockchain authenticated trading takes minutes
(Condos et al., 2016). Blockchains provide
immutability and transparency to thetransactions
becauseall the transactionsperformed in the past
cannot be altered or deleted. Sensitive datawhich
have an end to end encryption can be protected
with the help of blockchaintechnology. Asall the
transaction in ablockchain is digitally stamped
SO, it is very easy to trace the history of any
transaction. In blockchain technology, multiple
copies are stored, which helps users to store
sensitive dataat one place (Sarmah, 2018).
Risks

Blockchaintechnol ogy providesnull support
when it comesto the accuracy and reliability of
records contained in the blockchain. Aslong as
the correct protocols are followed any kind of
data (good or bad) isaccepted by the network and
added to the blockchain (Condoset d., 2016). One
of themajor problemsamong libraries and other
institutions is how to convince the purchasing
office to accept the Bitcoin/Blockchain
transactions (Coghill, 2018). Blockchain
technology is expensive and resourcesintensive
because every node in the chain repeats the task
to achieve consensus. Blockchaintechnology has
no way to reverse/switch the transaction even if
both the people/party involved in the transaction
areready to do so. For agenera human being, it
Is very complex to understand blockchain
technology. So, at present, it is not ready to be
used for mainstream tasks (Sarmah, 2018).
Implementation of blockchain technology at
present is environmentally unsustainable and
inefficient because in the current version the
‘proof-of-work’ requires a huge amount of
electricity. Approximate 1.5 American homescan
be powered through a single bitcoin transaction
(Mamo, 2015). Cryptocurrencies have a bad
image in society because hackers demand

ransomware in Bitcoin. On “dark web’ when people
buy commodities, they used to pay in Bitcoin. So,
this hinders the acceptance of blockchain in
society (Hoy, 2017).

CONCLUSON

Blockchain technology is an emerging
technology which provides a reliable way to
confirm transactions performed by the party, the
date and time of its submission and the content
of thetransaction without involving thethird party
for verification. At present, blockchain
technology isat nascent stage and researchersare
trying hard to exploit itspotential applicationsin
various fields as shown in Figure 1. Library
professionals may be highly benefited if they use
it for paying vendors, subscribing journals and
manuscripts from publishers and exchanging
sensitive records/information with other parties.
Although Blockchain technology has many
disadvantages, weall know that every concept or
technology hasapast whereit isweak and full of
pitfalls. But, with the passage of time, hard work
of researcher and advancements in the S&T it
becomes strong and sol ves many taskseasily. One
of the best examples of recent timeisArtificial
Intelligence. Now it is alittle bit early to guess
what lies ahead, but the future of Blockchain
technology looks optimistic.

REFERENCES

1. ALA.(2019).Blockchain. Retrieved May 15,
2019, fromwww.a a.org /tools/future/trends/
blockchain

2. Bheemaiah, K. (2015). Block Chain 2.0: The
Renaissance of Money. Retrieved May 21,
2019, from https.//mww.wired.com/insights/
2015/01/block-chain-2-0/

3. Cao,S,Ca0,Y.,Wang, X.,& Lu,Y. (2017).A
Review of Researcheson Blockchain. InThe

17



JOURNAL OF INDIAN LIBRARY ASSOCIATION, VOL. 56 (3), JULY — SEPTEMBER, 2020

Sxteenth Wuhan International Conference
on E-Business

Digital Innovation (pp. 108-117). Wuhan,
China. Retrieved from http://aisel .aisnet.org/
whiceb2017/57

Casino, F, Dasaklis, T. K., & Patsakis, C.
(2019). A systematic literature review of
blockchai n-based applications. Current status,
classification and openissues. Telematicsand
Informatics, 36 (May 2018), 55-81. https://
doi.org/10.1016/ j.tele.2018.11.006

Chen, G, Xu, B,, Lu, M., & Chen, N.-S.
(2018). Exploring blockchain technology and
itspotential applicationsfor education. Smart
Learning Environments, 5(1), 1-10. https://
doi.org/10.1186/s40561-017-0050-x

Chrigtidis, K., & Devetsikiotis, M. (2016).
Blockchains and Smart Contracts for the
Internet of Things. IEEE Access, 4, 2292—
2303. https://doi.org/10.1109/
ACCESS.2016.2566339

Chung, M. & Kim J. (2016). The internet
information and technology research
directions based on the fourth industrial
revolution. KSI Trans. Internet Inf. Syst.,
10(3), 1311-1320. 10.3837/
tiis.2016.03.020

Coghill, J. G. (2018). Blockchain and its
implications for libraries. Journal of
Electronic Resources in Medical Libraries,
15(2), 66-70. https://doi.org/10.1080/
15424065.2018.1483218

Condos, J., Sorrel, W. H., & Donegan, S. L.
(2016). Blockchain Opportunities. Viermont.
Retrieved from https://legislature.
vermont.gov/assets/L egi sl ative-Reports/
blockchain-technol ogy-report-final .pdf

10.

11.

12.

13.

14.

15.

Conoscenti, M., Vetro, A., & DeMartin, J. C.
(2016). Blockchain for the Internet of things:
asystematic literaturereview. In 2016 |EEE/
ACS 13th International Conference of
Computer Systems and Applications
(AICCHA) (pp. 1-6). Agadir, Morocco: IEEE.
https://doi.org/10.1109/
AICCSA.2016.7945805

Governatori, G, |delberger, F., Milosevic, Z.,
Riveret, R., Sartor, G, & Xu, X. (2018). On
legal contracts, imperative and declarative
smart contracts, and blockchain systems.
Artificial Intelligence and Law, 26(4), 377—
409. https://doi.org/10.1007/s10506-018-
9223-3

Griffey, J. (2016). Blockchain and Intell ectual
Property @ Internet Librarian 2016.
Retrieved May 21, 2019, from https://
jasongriffey.net/wp/2016/10/21/blockchain-
intellectual -property-internet-librarian-
2016/

Hoy, M. B. (2017). An Introduction to the
Blockchain and ItsImplicationsfor Libraries
and Medicine. Medical Reference Services
Quarterly, 36(3), 273-279. https://doi.org/
10.1080/02763869.2017.1332261

Karafiloski, E., & Mishev, A. (2017).
Blockchain solutionsfor big datachallenges:
A literaturereview. In|EEE EUROCON 2017
-17th International Conference on Smart
Technologies (pp. 763-768). Ohrid,
Macedonia: |EEE. https://doi.org/10.1109/
EUROCON.2017.8011213

Lemieux, V. L. (2016). Trusting records: is
Blockchain technology the answer? Records
Management Journal, 26(2), 110-139.
https://doi.org/https://doi.org /10.1108/RM J
12-2015-0042

18



JOURNAL OF INDIAN LIBRARY ASSOCIATION, VOL. 56 (3), JULY — SEPTEMBER, 2020

16. Mamo, C. (2015). BitcoinisUnsustainable.
Retrieved May 21, 2019, from https://
www.vice.com/en_ug/article/ae3p7e/bitcoin-
Is-unsustainable

17. Miay, S, & Yang, J. M. (2018). Bibliometrics-
based eval uation of the Blockchain research
trend: 2008-March 2017. Technology
Analysis and Srategic Management, 30(9),
1029-1045. https://doi.org/10.1080/
09537325.2018.1434138

18. Nakamoto, S. (2008). Bitcoin: A Peer-to-
Peer Electronic Cash System. Retrieved from
https://bitcoin.org/bitcoin.pdf

19. Nicholson, J. (2017). The Library as a
Facilitator: How Bitcoin and Block Chain
Technology CanAid Developing Nations. The
SerialsLibrarian, 73(3-4), 357-364. https:/
/doi.org/10.1080/0361526X.2017.1374229

20. Ragavan, S. S., Konnur, P. V., & Prabu, R.
(n.d.). Emerging technologies for library
and information services in the digital era.
Retrieved from http://14.139.186.108/jspui/
bitstream/123456789/2460/1/emrging
technol ogies%2C orisa.doc.pdf

>
>

000

L)
L)

21.

22.

23.

24,

25.

R/
A X4

Sarmah, S. S. (2018). Understanding
Blockchain Technology. Computer Science
and Engineering, 8(2), 23-29. https://
doi.org/10.5923/j.computer.20180802.02

Schwab, K. (2016). The Fourth Industrial
Revolution. Geneva: World Economic
Forum. Retrieved from https://
luminariaz.files.wordpress.com/2017/11/
the-fourth-industrial-revol ution-2016-21.pdf

Swan, M. (2015). Blockchain: Blueprint for
anew economy. (T. McGovern, Ed.). Bejing:
O’ Reilly Media. Retrieved from https://
epdf.tips/blockchai n-blueprint-for-a-new-
economy.html

Underwood, S. (2016). Blockchain beyond
bitcoin. Communications of the ACM,
59(11), 15-17. https://doi.org/trustworthi

Yli-Huumo, J., Ko, D., Chai, S., Park, S., &
Smolander, K. (2016). Where |Is Current
Research on Blockchain Technology?—A
Systematic Review. PLOS ONE, 11(10), 1-
27.https://doi.org/10.1371/journal.
pone.0163477

19



